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Who Am I: AMD:'

Name: David “T” hanairongroj
Group: Global Services

Background:

- Worked in SRD developing Windows application
drivers for 5+ years

- Recently moved to new group and beginning to
embark into world of BIOS and assisting customers
with system software questions.
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Board Development Timeline AMD:'

CONFIDENTIAL

Oscilloscopes Signal Integrity

PwrOn i Pwr Supplyi 15t Fetch i Initialization i System Tweaking i Windows i Stability
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Introduction: HDT Software History AMDE[

CONFIDENTIAL

e HDT — AMD Hardware Debug Tool

e HDT 2
— A dialog based Windows application
— Target AMD’s 6™ and 7t generation processors using Telepath

HDT 3
— An MDI based Windows application
— Targets 7™ generation uni-processor (UP) using Raven only

HDT 4/5 (5 for rev E processors only)
— An MDI based Windows application

— Target 7t generation UP and 8 generation multi-processor (MP) using
Raven/HDT MP Adapter (Sprocket)

— First released Jan 2002 to support 8t" generation processor bring-up

HDT 6
— A Microsoft .NET framework based Windows application

— Targets 7t generation UP thru 8t generation multiple node and core
platform

— Released Nov 2004 under NDA to support multi-core bring-up
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Introduction: What HDT is? AMDAA

e HDT is AMD’s Hardware Debug Tool.

e HDT supports both single and multiple processors (also supports dual
Core processors)

e HDT allows a user to access and debug the internal state of the AMD
Opteron™, AMD Athlon™ 64, AMD Athlon and AMD Sempron™
processors.

— Knowledge of the AMD Athlon & Opteron™ processor micro architecture and the AMD’s
BIOS and Kernel Developers Guide are essential.

e The HDT tool is used to examine processor registers, memory, cache
contents, with additional features to set breakpoints, disassemble
code, etc..

e Communication based on the JTAG standard / IEEE 1149.1

e In addition to the standard JTAG commands HDT incorporates a
number of proprietary commands.
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Introduction: What HDT is NOT AMDAA

«HDT CANNOT debug a dead processor

e System must have clocks and begin some type of code
execution

e HDT microcode must work

HDT iIs NOT a logic analyzer, especially for the
lower subsystem buses

HDT is NOT a kernel debugger

e HDT is a target — host debugger. It debugs target images at
host. The target state halts when entering HDT mode

e Cannot load symbols or view source code (e.g. windbg) yet
HDT is NOT a performance analyzer tool
*HDT is NOT psychic

e The user must know what state the processor is in and is
responsible for all actions
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Introduction: Who Uses HDT? AMDAA

CONFIDENTIAL

e AMD Internal Users
—Hardware Debug Engineers: platform debug team
—BIOS Engineers
—System characterization

—Software Developers: Diagnostics, Special Tools,
Drivers (SRD)

e External Users

—BIOS/Chipset vendors (desktop, mobile, server,
supercomputer, etc.)

—System ODM and OEM
—Kernel/OS developers (Microsoft, Suse, etc.)
—NDA agreement is required to use AMD HDT
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Agenda AMD:'

e Introduction to HDT

e Hardware Regquirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A

12/15/2004 ‘ AMD Confidential Computation Products Group 9



HW Requirements: System Setup AMDAA

CONFIDENTIAL
Host System
(HDT Software)
HDT Hardware
Adapter (Raven) —
JTAG Emulator
Target System -

(TAP interface to
JTAG Engine)

_2OAY
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HW Requirements: System Setup AMDAA

CONFIDENTIAL
Host System
(HDT Software)
HDT Hardware
| Adapter (Possum) —
JTAG Emulator Target System -

(TAP interface to
JTAG Engine)

L |
m Ar | 1 -

* USB_CONM
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HW Requirements: Host System AMDAA

CONFIDENTIAL

e Operating System

— Microsoft® Windows® 2000 with SP2 or Windows XP Professional,
and Microsoft .NET framework

e Memory
— 256 Mbytes or greater

e Disk Space

— 100 Mbytes free space for installation. Additional space is used
during operations for features that collect large amounts of data.

e POrts

— If using a Macraigor Raven, setup parallel port to be Enhanced
Parallel Port (EPP). No other devices can be used on the parallel
port when using HDT.

— If using a USB HDT Adapter, use a USB 1.1 or USB 2.0
(recommended) port.

e Graphics/Monitor
— 1024 x 768 true color at a minimum
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HW Requirements: Target System AMDE'

CONFIDENTIAL

eProcessor

—Any AMD Opteron™, AMD Athlon™ 64, AMD Athlon™, or
AMD Sempron™ processors.

TAP Connector
—HDT Header

ePercussion Card
—Required if target system is based on the Melody platform
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HW Requirements: Adapters AMDA

e Uni-Processor Test System
— Macraigor Raven
— AMD USB HDT Adapter

e The adapter is used for AMD Opteron™ and AMD Athlon™ 64 processors
ONLY and will not work for previous generations (e.g. AMD Athlon, AMD
Duron™, etc.)

e HDT version 6 or greater is required to use the USB HDT Adapter
e USB 2.0 is recommended, but USB 1.1 will work at very low speeds.

e Multi-Processor Test System

— Macraigor Raven & AMD MP Hardware Adapter (Sprocket)
— AMD USB HDT Adapter
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HW Requirements: User Knowledge AMDAA

eKnowledge of:

—AMDG64 Technology
—Eight Generation Architecture, BIOS, MSRs, etc.
—HyperTransport™ Technology

—Test Access Port (TAP) & JTAG (IEEE 1149.1) standards

— NOT required

— However, it will provide the user with behind the scenes insight into
how the HDT software accomplishes feature tasks

12/15/2004 AMD Confidential Computation Products Group 15



HW Requirements: HDT Kit AMD Y

CONFIDENTIAL

AMD HDT Uni-Processor Adapter Kit AMD

www.amd.com

1B 2008 Advanced Micro Devoss Ine. All rights resersed. AMD) the AMD Arrce lage
ard cambinaticns thereal are trademarks of Advanced Micre Devices, [ne
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HW Requirements: HDT Kit AMD Y

AMD AMD

HDT Multi-Processor Adapter Kit.

wnwaumdl.com
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HW Requirements: HDT Kit AMD Y

CONFIDENTIAL

AMD AMD
HDT Kit

www.amd.com
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HW Requirements: HDT USB Adapter Kit AMD:‘
(Possum)

CONFIDENTIAL
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HW Requirements: HDT USB Adapter AMDAA

CONFIDENTIAL
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HW Requirements: Debug Header AMDAA
Overview

CONFIDENTIAL

e The HDT header enables the “Hardware Debug Tool” to be connected
to the processor.

e The HDT header is a 26 pin surface mount connector (versus the 16
pin through hole header found on 7t" Generation family
motherboards.)

= All 8th Generation motherboard designs are required to provide the
site for the connector, especially for a multi-processor
motherboard.

e The HDT connector is populated only for a system for which HDT wiill
be used. (The surface mount part has a minimal impact on
landscape usage.)

= All signals are low frequency; however, it is recommended that the
placement be kept to within 3 inches of the processor and routed to
shortest length.
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HW Requirements: Debug Headers on

Serenade (HDT and MP HDT Headers)
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HW Requirements: Debug Headers on AMD
USB HDT Adapter (Possum) AMD:'

CONFIDENTIAL

Connect this
port to PCB
HDT header

Connect this
port to PCB MP
HDT header
only if
debugging a
MP target

12/15/2004 AMD Confidential Computation Products Group 23



HW Requirements: Target System
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CONFIDENTIAL
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
*HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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HDT Protocol/Internals AMDl‘rl
- AMD HDT Mode Is:

CONFIDENTIAL

e A special debug operating mode that is
powered by the AMD microcode JTAG
engine (through TAP)

— Test Access Port (TAP) is a part of processor access
pins, which is designed for HDT communication

— TAP provides a back door access directly to
processor core. The internal info of system can be
accessed without other component involved

e Under HDT Mode:

1. Target processor halts to stop all instructions,
stack, and registers except for JTAG engine and
Time Stamp Counter

2. Target can then be driven and/or overwritten by
HDT software on host system via JTAG engine.
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How to Set Target in HDT Mode AMD1

CONFIDENTIAL

e How To Set Processor In HDT Mode.

1) DBReq: Debug Mode Request

e A DBReq pin on the processor. Assert it (logical high) to
TRY and set in HDT Mode

e Deassert DBReqg to resume DBReq state for next request
2) Redirection: Redirect #DB Exception to HDT Mode

e« HDT CFG.Redir can set target to HDT mode if #DB
occurs (e.g. hitting a breakpoint)

e How To Know If In HDT Mode.

— DBRdy: Debug Mode Ready State

e DBRdy pin on processor indicates whether target is in
HDT Mode.

e DBRdy differs from DBReq. DBReq does not have to
result in DBRdy

e HDT functions can only work if and only if DBRdy is HIGH
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Enter HDT via DBReq Assertion AMDAA

CONFIDENTIAL

A HDT Exit
command applied

= N |

Target in HDT Mode

Target resumed

DBReq \ «—— De-assert to complete protocol

Assertion to request HDT Mode

Time
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Enter HDT via Redirecting #DB AMDAA

CONFIDENTIAL

DBRdy

DBReq

A redirected #DB Exception occurs

/ A HDT Exit

command applied

Target resumed

Time
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HDT in 8t Generation BIOS Boot-up AMD:'

CONFIDENTIAL

e Stackless Initialization — HDT is most efficient tool to debug
the process

—HyperTransport™ Initialization

e Initialize routing tables for HT links — coherent and non-coherent
(HyperTransport™ Trace)

e |nitialize APIC (APIC features)
—Cache Initialization (Cache Array features)

—Processor Register default value loading (Processor Registers, such
as CPU, MSR registers, etc)

e Pre-initialize CPU/Chipset to get chipset basic functions

e Initialization of DRAM controller
—Set MTRR, etc (Processor Register features, Memory Dump,
Disassembly, etc)

—Shadow BIOS code into DRAM

e Copy BIOS code into target DRAM and set the buffer readonly (Memory
type, MTRR registers, Memory Dump, Disassembly, etc)
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HDT in 8t Generation BIOS Boot-up AMD:'
(cont)

CONFIDENTIAL

e Initialization of ACPI (SMM functions TBD)

* APIC Setup
— Set MP tables (APIC and PCI features)

e PCI Emulates PCI devices and allocate resources

— Initialize boot devices (PCI features, 10 Access, Breakpoint, Disassembly, etc)
» Video device is a must
e Drives — Floppy, CD ROM, HD, etc

» Keyboard initialization
e Setup MP tables

= Memory test

» CPU speed setup
 BIOS Setup page

e Search boot device

e Load 15t 512 bytes to setup MP table, ACPI, etc in right locations where
Kernel can use them
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HDT Commands: AMD:'

« HDT Commands are a special set of JTAG instructions
— Resume target program
— Single Step target program
— Access 10 port
— Access target GPR
— Access target MSR
— Access target memory

DBReq and DBRdy are NOT HDT commands (actual signals
to/from processor).

e See Section 12.2.5 of BIOS and Kernel Developer’s Guide for
the AMD Athlon™ 64 and AMD Opteron™ Processors (Pub
26094 Rev. 3.23) for HDT command details
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How HDT works for MP AMD:'

e A daisy chain technique used to connect multiple processors
on target

— Each processor employs a AMD HyperTransport™ node. In HDT
6, the terminology “node” is used to refer to processor (socket)

— A JTAG scan in/out can be daisy-chained. Each JTAG instruction
length can be multiplied by the number of processors. MP will
execute the instruction simultaneously.

— A special device, Sprocket, has been used in HDT MP Adapter
and HDT USB Adapter to perform 8th generation MP access for
HDT.

e However, DBReq/DBRdy can not be daisy-chained because
they are not HDT commmands (actual signals to/from
processor)
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How HDT works for MP (cont.) AMD:'

- What Sprocket does

— The Sprocket logic has been included in AMD USB HDT connector. The
HDT MP adapter performs Sprocket function when using Raven as
connector.

— Allows connections from Sprocket to the target system to be
accomplished with inexpensive IDC ribbon cables:

e one target-side header for connection to a standard 8t generation
HDT header (HDT commands sent).

e one target-side header for connection to the additional
DBREQ/DBRDY pairs of a MP system.

— Provides the ability to arbitrarily execute HDT commands on any one
of the daisy-chained processors. Able to set other processors in
bypass state.

— Provides a means of asserting the DBREQ and reading the DBRDY
pins of any of up to eight processors.

— Allow HDT software to detect the nhumber of CPUs in the JTAG chain.

— Detect redirected #DB assertion from one of MP processors, and set
DBReg assert to all processors.

— Detect target reset occurrence (only if Possum is used).
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How HDT works for MP (cont.) AMDAA

CONFIDENTIAL

e Use “HDT USB Adapter”, which is coded as “Possum”. It
supports up to 8 processors.

USB 2.0 cable
HDT Connection Cable
HOST SYSTEM
MP BOARD
Possum
DBREQ/DBRDY[7:0]

MP HDT Connection
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Exploring the HDT Work Area AMDAA

CONFIDENTIAL

Topics:

1. Verifying Connectivity
2. The HDT Layout

3. HDT Toolbars

4. Working With Panels
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Exploring the HDT Work Area AMDAA

CONFIDENTIAL

1) Verifying
Connectivity
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CPU Registers 1 |

Name ¥alue |

i 000Q0O00FFDFFCSO

rBx O000000O0FFDFF

rCi 00000000000 1E66E

DX | 00000000F3ED3102

'SP | 0000000080535544

rEP 0000000080539550

rsl 0000000050541 DA0

rDl 0000000050542000

rFL&G 0oogoao000000213

1P 00000000806B2FAL

CRO

CRZ2 goooooog

— —0000c If user had good communication/connection

RE and Exited “HDT Mode”, pressed “Refresh” button, fields are
color-coded to indicate that not in “HDT Mode”

RE 0000000

RS | 00000000000

RIO__} 0000000000000000]

F11 puinjuiuiniujuinininninjninuiy}

Riz | 0000000000000000
R1Z | 0000000000000000

F14 gooooooooaoooaon

R15 Dooooooooooooooon

| 4 HD

X &=

§ & DebugPre

tation_|... AMD Hardware Debu, ..
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2) The HDT Layout
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DHQE:I

My Documents  RoboDemao MNetMeeting

W ¢ =

My Compuker Yahoa! Ctloak,
Messenger Express

T & 6

My Mebwork,  Ad-aware 6.0 Snaglt 5

Places
Recycle Bin Internet Snaglt Studio
Explorer
B ¥ £
. .
Microsoft Microsoft WinDbg

Ctloak, Streets & Trips

B oo &

Acrobat Microsoft Wisual Windows MET
Reader 5.1 C++ 6.0 2003 Checke...

[ ] N
A ==

ACL Instant  MSDM Library - WinMerge
Messenger  Ockober 2001

Keil ivisionz  M3SDM Library - HTTrace

Qckober 2002
PL & M
- misn
PAL Multi-Edit @  Raoxio Easy CD

& DVD Crea...
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File Edit Wiew Features HDT  ‘Windows  Help < 1) Menu Bar
I H H E i il ETE B IR ORI R EFRH COHS  LOAD REC
B e oo v R Rl o R O
Feature E'xblcur'er R | | Skatus Info 1 x
+- i APIC Node | CPU Mame | DEReq | Core | DERdy | SMMM | Dperating Mode | BSP/AP | #DB Stal LZ Size | Fiefrezh
+- % BTHE Debuggers 0 | SH_BO/2-claw-754 ] a 1 \ W
+- % Data Cache Amays
+- % Dehug Utiities CPU Registers 1 | X
+- 4 Download Tools Name ¥alue | o
¥4 HyperTranzpor™ Technolagy (fo% O0000000FFDFFCSO) 2) TOOI bar
+ & 1/0 Ports rB 0000000OFFDFFO00
+-# Instruction Cache Arraps FCE 000000000005559D |
=4 JTAG Instructions row 00000000F34 60102 |
-4 L2 Cache Anaps rsP D000000080535544 |
-9 Mamory Debuggers rEF 0000000080539550
+-- 4 PCl Configuration ot DOORanEOSnS 310 A0
. DI oooooo0030542000
= 4 Processor Registers - -
rFLAG ooooooo00o0000=213
E CPU Mgisters - i
i Debugfiegisters P | D0DODODOBOGEZFAL. 4) Work Area
E FPU R&gisters 1
L E . [
Last Br nu.:h Registers RO 50010035
b MCA Ry tels: CRZ2 | DOODODDO0D17A000
E todel Soecific Registers CR3 0000000000039000
MTRR Registers CR4 00000EDS
Performance Reagisters CRE 0o0go00o0a0 |
Program K egisters
Segment R eqizters R ooooooooooooooon)
) SEM Redkters GE 0000000000000000
B Single MR R10 | 0000000000000000
5 SSE Regifers R11 0000000000000000 v
TR & SMM R egisters |N|:u:|e EIL{ ||:|:ure Dlj Refresh | BTar: ‘ W Al |
[ Script Console nx
Conzole ] Higt.;.r}.]
5) Feature Explorer 6) Script Console
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File Edit View Features HDT  ‘Windows Help

EHIT]
0K B HOT

*NOTE: HDT 6.0 and greater will ONLY support

1 x
B “Multi-Core” processors de | BSP/AP | #DB Status |L2Size | Refresh

+ . I &uto Refresh
+- 4 Data Cache Arays
+- % Dehug Utiities CPU Registers 1 | X
+-- 4 Download Tools Name ¥alue | B
¥4 HyperTranzpor™ Technolagy ({5 O0000000FFDFFCSO)
. % 170 Parts rB 0000000OFFDFFO00
+-# Instruction Cache Arraps FCE 000000000005559D |
-4 JTAG Instructions ros 0o000000F34 60102 |
5. # L2 Cache dnays 'SP | 0000000080535544) 5) Wr All: write ALLZEVERYTHING to target.
-9 Mamory Debuggers BP DO000000080539550
+-- 4 PCl Configuration = Hoooo000S0541DA0)
—|-- 4 Processzor Registers Lol ElEiafeein Al IRl R AN

rFLAG 0ooo0000000a00213

E CPU Registers
% Debug Registers
E FPU Registers

4) Wr Chngs: write ONLY
user changes to target.

rIF aooooo0o

Iﬁ-';:-; Last Branch Reagisters RO 0010035
i MCA Registers CR2__| 0000000000174000)
E Model Specific Registers CR3 0

MTRR Reagisters
#H Performance Reagisters

R,

3) Refresh: retrieve current
feature data from target.

B Program Registers

| Segment Fegisters R& 000 0o ——
) SEM Registers Rg 0000000000000000
% Single MSH R10 goooooooooooonn
1*) Node: selects physical processor package P [Node 0 <] [Caz0 =] Refiesn | wicoo |
7 X

=

Conzole ] Histary ]

2*) Core: user can select which “CORE” to access

for a “Multi-Core” processor.




Exploring the HDT Work Area AMDAA

CONFIDENTIAL

e Menu Bar Area: provides access to basic functions.
—The definition is similar to standard Windows® application
—but Features and HDT menu bars define special HDT functions

e Toolbar Area: provides shortcut accesses to HDT functions.

e Status Info: provides overall target status, such as the
number of Nodes, Cores, DBRdy, DBReq, etc.

e Working Area: contains HDT feature windows. The feature
windows can be docked and floated.
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Exploring the HDT Work Area AMDAA

CONFIDENTIAL

e Node Selector: a selection box allowing the user to select the
node (processor/socket) on a MP target to access.

e Core Selector: a selection box allowing the user to select the
core within a node to access.

e Feature Explorer: shows the HDT features available. Double
click on any feature to open that feature window in the
Working Area.

e Script Console: a special command console that can accept
HDT/Perl script commands and perform text display.
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Exploring the HDT Work Area: Status Info AMD“'l

CONFIDENTIAL

e Basic status: info shown without being in HDT Mode. Updates
automatically when DBRdy/DBReq changes.

Node CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | 12 Size |[ Refresh |
l 0 | SH_C0fi/4-claw-754 0 0 1 ™ Auto Refresh

e Advanced status: info is shown only if accessing HDT
command. Updates by clicking the Refresh button in Status
Info area or selecting the option Auto Refresh.

Node CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Fefresh I
0 | SH_CO/1/4-claw-754 0 0 1 0 | Long 64-bit Mode| BSP DEReq 1024 |~ furto Refresh
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3) HDT Toolbars
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AMD Hardware Debug Tool (44D Confidential) ==X

G imr e M AR . - W BN .

CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size

nfa

L As

and Feature

Alt+F4

2B W Frocessor Registers

Toolbar - Similar to any Windows Application

2130 PM

5“

‘4 start AMD Hardware Debu. .. 'Q._,"i;x LEa & &
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mEmwma D ERRRE. O BN N .

'™ Technalogy

PCI Configuration

Proceszor Registers

‘4 start AMD Hardware Debu, .. -‘*{_,l-i';x e £ 5O @55 2:30PM
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File  Edit atures  HDT  Mdindows  Help

SRR e [ Rl TR = oner ol os W o, B BREGE

Script Consale ChrlHHM

Feature Explc

'™ Technalogy

PCI Configuration

Proceszor Registers

How to Toggle “Status Info” and “Script Console” ON and OFF

10

[~ )

2131 PM
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File Edit View atures | HDT - Mindows  Help

Z eI ExiTRN ERIT
on HOT 8 Fir I RES

Feature Explorer

-

4 I/O APIC Locator m . f T E NN .

Debuggers 10 APIC Reqisters

Data Cache Arrays ocal APIC Reqisters
Debug Ukilities
nload Tools

spork™ Technology

Instruckion Cache Arrays

JTAG Instructions

Ce00000000000

An alternate way to view “Features” instead of through “Feature Explorer”

pEm—

‘s Start AMD Hardware Debu. .. "Q._,"i;x LEa &

1]

2131 PM
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File  Edit

i RETR ' Alt+FS L T REE .

Eit HOT

APIC St - Exit rIP

BTHE Debuagers Exit HOT Resume
HDT
HDT Inik

'™ Technalogy

PCI Configuration

Proceszor Registers

Flush TLE
Reset TAP

DE Req Assert

An alternate way to view “Commands” instead of through “Toolbar”

‘4 start AMD Hardware Debu, .. -‘*{_,l-i';x L2 £ 50 @5h 2:31 P
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File Edit View Features irdo
GO (4 (20 (04 HOT  HODT " < = Bl FLEH FLDsH REsER TR T G DE B FOLLESREFRE LonD e
LEEEEES A i e D
; 3 T pefrech o
Feature Explarer H Refresh Al

Logging

'™ Technalogy

HDT is very customizable, allowing users to change interface to own preference

m—

‘s Start AMD Hardware Debu. .. "Q._,"i;x LEa &

10
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File

Z EAIT
ERN O B HDT

Edit  Wiew

Features

HDT

HOT HOT HOT  HOT
Wl L3 RESE IMIT  SMI RSM

indows

1T e

Feature Explarer

-4 APIC

[+ 4 BTHE Debuggers

[+ # Data Cache Araps

% Debug Utiities

[+ 4 Download Tools

I'_J;] -4 HyperTranzpart™ Technology
-4 /0 Ports

IE # Instruction Cache Arraps

[+ 4 JTAG Instuctions

I'_4E_-',' .4 L2 Cache Anays

[+ 4 Memaoy Debuggers

IEQ PCI Configuration

[+ 4 Proceszor Registers

‘s Start AMD Hardw

If BIOS resets, will break into HDT if “Detect CPU Reset”
checked. Only works with USB Possum Interface

re Debu. .,

Help

Property Page

-
-
-
-
-
-
-
-
-
-

42040000

C
BTHE Debuggers
Data Cache Armravs
Debug Utilities
Download Tools
HyperTranzport™ T echnolo:
Ingtruction Cache Amrays
JTAG Instructions
kemon Debuggers
PCI Configuration
Proceszor Registers

it o

MName

Refreshed Color

wWritten Color

Changed Color

ReadOnly Color

o T B .

Background Error Color

Background Invalid Color

Detect CPU Reset

Detect Trigger In

10 Access Mode




File  Edit i Features  HDT

: M B EW E Hor HOT o HOT i | AT B R fbs REse TER T ICH PO @M TG
FIF RESET INIT  5MI R3S . Bildd W3 CACHE CTLES CTRP iﬂt - =

Property Page

Dpen with Node

Open with Core :
Refresh sync with Single Step [
Refresh sync with HDT On |
Refresh sync with HDT OFF

- &)
&
-
.
& D
-
-
L
&
-
o
i

Default Apply

‘4 start AMD Hardware Debu, .. Ql_,ui';x " & gn Zi3ZPM

e
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File  Edit

il B EW E§ Hor Hop nrands I FLGH FLDSH RESER TR T ECH PN MO 5 LoAn - MY

WBh W A e B A . c oo D D RN BN .
Feature Explorer et

APIC
BTHE Debuagers

™" Technology B Record off

PCI Configuration

Proceszor Registers

+
+
+
*
+
+
+
*
+
+
+
*
+

| Hiztory I

E B ®ES Z:33FM

‘4 start AMD Hardware Debu. .. 'Q_,I'i';x L)
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File Edit View Features HDT H
: 0 FN EW EJ HOL HOT HOT  HOT stare Layouk 3 RESE TER T OECH PN Em TG LoAn - MY
E RESTT INIT Ml s i DED m v = H o ﬂ ﬂ . -
Feature Explorer o Close All Features

APIC
ETHE Debuggers

IT “Restore Layout” checked, current Work Area configuration will
be saved and restored the next time user starts HDT Software

10

[~ )
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File Edit  View

08 (i (3 (Al HOT  HDT  HDT SET | [0 t EfAd FLUsH FLOH RESET O 090 Wi [T M 5
RESET IMIT SMI RS ﬁ % Wild CACHE TLE ITHAE [SET Al

™" Technology AMD HDT (AMD Confidential)
AMD HDT Version: 6.0.812.26446

Ce00000000000

raniced hicro Dey

Click on following link to send email to debug.tools@amd.com.

(2 start AMD Hardware Debu, ., About, . LI s £ 5O @5h 234 M
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File Edit \Wiew Features HDT  ‘Windows Help
yur HOT I Exi T ERIT EHI HOT HOT HOT  HI f] ERES FLUsH FibsH Riser TTR TOR NCE DCH M T 5 LoAn - MY
oI B F B Ggn oo R R R B R e
Feature . ~lorer

APIC | DEReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size

4| o [o | 1 [ [ [ | |  |I" AuoRees

|| +] + el e o e B | 1+
SPPPPOIOPOIGS

“Toolbar” can be dragged and moved to different area

Jmmn &

:'r.‘-' start &MD Hardware Debu... '{_Ji;x B 4HERM
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File Edit View Features HDT  ‘Windows Help
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File EdiE  Wiew atures  HOT - Windows  Help

0

Y T Y Y YTy

“Toolbar” can also be made floatable by dragging to desired location
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File  Edit

@
(K

ERIT
HIOT

Feature Explorer

| | H

ERIT
[

ERIT
RE3

HOT

RESET

HDT
IHIT

HOT
Ml

HOT
R5M

‘, A
Y
P
-
.4 D
Y
*
e
i
R
"
-
s
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File  Edit Wi i

¥ Feature Explorer

erating Mode | BS P | #DB Status | L2 Size
it HDT ™ 5 |

Exit rIP

<it HD'T Resume

HOT Cn AlE+FS

HDT Reset
HOT Inik

EH 28

Disahle BIST

] ]
Bl BT

2| Single Step

ey EE B
=

=
z &=

ol

o -
] ~

Toolbar

3|

<
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File  Edit

@
(K

ERIT
HIOT

Feature Explorer

| ! ! | L

ERIT
[

ERIT
RE3

HOT

RESET

HDT
IHIT

HOT
Ml

HOT
R5M

‘, A
Y
oD
-
.4 D
_®
*
L@
o
B
Y
-y
Y

4:51 PM

e
an

/4 Stant AMD Hardware Debu, .. l‘(_)"'fx



AMD Hardware Debug Tool (AMD Confidential) ==X
Edit  Wiew Features HDT  Faworite Lawouts

Feature Explorer

|- : #DB Status

Taclbars |:|:|r|'|r|'|E|r||:|:E:I 0 plin:nﬂ:z:l

Toolbars:

PPPPEPIPIIIILYS

[ MainkdenuB ar

\CA HO'T ToolBar

¥ ScriptConsoleT oolbar

User can TURN ON/OFF Toolbars through “Customize”

FED 52 PM

/4 Stant AMD Hardware Debu, .. '{_J-i.;x
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File Edit Wiew akures avorite Layvouks

Customize
Taclbars |:|:|r|'|r|'|E|r||:|:E:l 0 |:||.i|:|r'|:5:l

Toolbars:

P00 000 000009

[ MainkdenuB ar

g. DTT::u:uIBar

% enptConzoleT oolbar

Serip Comeci

Un-checking removes specified “Toolbar”

i, o | l

pEm—

1y Start AMD Hardware Debu, .. '{_Ji;x 4152 PM
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File Edit \Wiew Features HDT  ‘Windows Help
- G R B oo MM EEREEE. N .

Feature Explu:urer

CPU Name DBReq | Core DBRdy SMM | Operating Mode | BSP/AP | #£DB Status

-
I
E

As a shortcut, user can Right-Click and customize “Toolbars™

Y
o 4
- D
14 D
Y
Y
|
R I
Y
o 4
.
Y
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4) Working With Panels
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File Edit \View Features HODT i s Help

il B B4 ET§ HoT HOT o HOT  HET [SET AT B R fbs REse TER T ICH PO @M TG 5 LoAn - MY
5 RESET IMIT  SMI RSM Bid] DT CACcHE CTLES CTRE [SET ﬂjﬁk SEE w ke ﬂ %ﬁ . -

Feature Explorer

Mod CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size

n

0 [SAWQ@caw7s4 | 0 | 0 | 0 |na| ms | ns [ na | nfa |1 auoRef

'™ Technalogy

P00 000000 004

Panels can be moved and rearranged to desired location.
“Push Pin” minimizes (horizontal pin) and maximizes (vertical pin) panel

‘4 start AMD Hardware Debu, .. «qui,';x L2 £ 50 @55 2:08 P
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File Edit  Wiew 2atures ; Windows  Help

F EW Bl Hor HOT o HOT 3 Bl FATE R s ResE TER TR NTH ETH EM T
RESET IMIT SMI R | Wild CRCHE CTLES CTHE EE -
E t

o D T B .

APIC SMMM Dperatlng Mode | BSP/AP #DB Status

BTHB Debuoer I 7 P N TR T

+ |
L9000 00000 9

|._

l:

'_ﬂ..

I.:

‘4 start AMD Hardware Debu, .. R L2 £ 5O @55 209 PM
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File Edit View Features HDT  ‘Windows Help

: I BN EW EW Hoo HOT HOT  HOT 5B AT HE RbsH f0GH REsE TER T G PN EW TG 5 LoAn - MY
iR fie i e -

ol Status Info

CPU Name DBReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size Refrezh

Panel now minimized and can be shown by

hovering mouse over “Feature Explorer”

‘4 start AMD Hardware Debu, .. QJ&FK L2 £ 5O @55 209 PM
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File Edit  Wiew 2atures ; Mindows  Help

BN BN B o otrob b Bn P b e er TR ED MR AR O . - ol O B BN BN .
E r

APIC
BTHE Debuggers

PP 00 000000

l:

l:

'_ﬂ..

I.:
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fle Edit \Wew Features HDT ‘Windows Help

il B B4 ET§ HoT HOT o HOT  HET (] AT B R fbs REse TER T ICH PO @M TG LoAn - MY
E RESTT (WIT Ml Bam |(GRd ;’% e T i i - ﬁ N ﬂ m . -

Feature Explorer 0

CPU Name

HEojz-caw7sé | 0 | 0 | 0 [nja | nfa | ns | na [ nis

User can also Right-Click on panel to display and select settings

| Configuration

Proceszor Registers

| History |

& gn ZiZ9PM
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File Edit View Features HDT  ‘Windows Help
: T B EW EW Hol HOT o HOT O | AT B R fbs REse TER T ICH PO @M TG LoAn - MY

RESTT INIT Ml s ﬁ A m FisE W o ﬂ m . -
Feature Explorer a

|+ APIC

'™ Technalogy

Y
D
.4 D
-4 [
Y
Y
.
R
Y
S
1.
Y

Let us continue to explore how to manage “Work Area”

MTRR Registe
Perfarma

m—
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File Edit View Features HDT  ‘Windows Help

: [ B 70 HOT  HOT  HOT  HOT |BET | SET) |DSEL AT B FUsH fbsH REsE TT0 T 15 Wi" REC
= HOT ﬁ RESET IMIT  SMI RsM |LBR= BPES{I BIST Wiid CRCHE CTLES CTRE E E m ALL B & H an . -

Feature Explarer 3 || CPU Registers 1 | =
+- 4 AFIC Mame 'lll'alue| b
+-- 4 BTHE Debuggers P
+- % Data Cache Amays B
+- 4 Debug Utilitiez P
-4 Download Tools v
¥4 HyperTranzpor™ Technolagy Sk
+- 4 140 Parts rBE |
: 'ﬂ;‘j"“': Depending on user’s platform, user can select which
4.4 L2Cache “Node” or “Core” to display specified information for
+- % Memory Debuggers
+-- @ PCl Configuration i
=4 Processor Registers

E CPU Registers EES
% Debug Registers R
E FPU Registers R4
= | ast Branch Fegisters CRE
MCA Registers
¢ Model Specific Registers R&
#8 MTRA Registers Ra
Perfarmance Reaisters R10
Program Registers R11
Segment Reqgizters R1z |
SEM Reqisters R13 | % L
4 Single MSR R14 |
S5SE Registers R15 b
TR & SMM FRegisters 8 Coeld - Refresh | ‘ il ‘
| Script Console 3 x
Conzole ] Higt.;.r}.]
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T S Qe Lasp REC
: HOT RESET INIT SMI RsM |(BRst | GPSa | BIST FAfi] @1 AckE TIE CThP @ E m iy~ B ﬁ an . i

Feature Explorer [ [ Stakus Info _ 1 x
+- i APIC Node | CPU Name | DBReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refrezh i
+ -4 BTHBE Debuggers 0 | SH_BOJ2-claw-754 0 n 1 [T Auto Befresh bt
- Dals Eachﬁ'&”aﬁ CPU Regizters 1 CPU Reqgisters 2 | ot
+- 4 Debug Utilitiez

-4 Download Tools s [l | -
¥4 HyperTranzpor™ Te: rA%

4. # 1/0 Pats i

+- 4 Instruction Cache L \
# @ JTAG | User can bring up MANY instances of same “Feature™.

5 # L2Cac Each new feature will be auto-incremented and added asa/new
+- % Memomn Debuggs T—

+-- @ PCl Configuration (Dl

-4 Processor Reagisters || pLag

la)
% Debug Registers | | 1p
E FPU Registers
= | ast Branch Reg| | CrO
MCA Registers CRZ
® Model Specific R | | <R3

W MTRR Registers | SR
CR5

Perfarmance Re:

Program Register
R&

R2

Segment Reqgizte
SEM Regizters

. R10
4 Single MSR —
% S5SE Registers b
TR % SMM Regis |Node O v| [CoreD v|  Refresh | has ‘ W Al ‘

| Scrlpt Console nx

Conzole I Histary 1
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File:

Edit  Wiew Features HDT
HOT HOT HOT  HOT
(33 BESET IMIT Sl RsM

i

ar

Windows  Help

EIST

FLUSH FLUSH REZET
CACHE TLE

i

et ol R e

THP

CPU Registers 1

|
L A AR L E R R L E R R R

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:
HyperT ranzport™
|/0 Ports
Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

Technalogy

PCI Configuration

Processzor Registers
E CPU Registers

= | ast Branch Fegisters
MCA Registers

¢ Model Specific Registers
#8 MTRA Registers
Perfarmance Reaisters
Program Registers
Segment Reqgizters
SEM Regizters

4 Single MSR

% S5SE Registers

TR & SMM Registers

MName

DebugRegisters 1 |

¥alue |

DRO

DRO_Daka_Match

DRO_Daka_Mask,

DRO_ADDR_MASK

DR.1

DR2

DR:3

DRE

CR7

DBGCTLMSR,

DEGCTLMSR2

Debugstatus

ExcpEP_RIP

ExcpBP_RIP_MASK

ExcpBP_Ctl

McodeCt

| Script Console

Conzole ] Histary ]

|N|:u:|e EIL} ]Eu:ure Dlj Refrezh |
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File Edit View Features HDT  ‘Windows Help
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Topics:
Common Feature Controls
APIC
BTHB Debuggers
Cache Arrays
Data, Instruction, and L2 Cache Line Translator
Debug Utilities
Download Tools
HyperTransport™
1/0 Ports

. Memory Debuggers

© O N Ok GDNE

bR
= O

. PCI Configuration

=
N

. Processor Registers

=
w

. Script Console
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e Platform-based feature

—The info or data applies for the entire target platform, such as PCI
device info, HyperTransport™ info, etc.

—Neither Node nor Core selection needed. The info does not apply
to any specific node or core.

—Although the info does not apply to any Node or Core, an accessed
Node will be defined in property page to identify the
communication path.

e Node-based feature

—The feature info or data applies for a Node that is identified by the
Node selector, such as Northbridge registers.

e Core-based feature

—The info or data of a specific core will be defined by a combination
of Node and Core selectors, such as GPRs.
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1) Common Feature Controls
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User knows that value is not written to target through color-coding.
User can specify own settings.
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HiriiTra I 2 2 2 22 2 2 o
10 Parts] £ =
Ingtructio
0x00000000806E2FAL Qg ] Eateel
JTAG Ing % -
—_——— =
;2 ':E'Ch;ﬂ“;'a” 18P | 0000000080539550
S MO 5l | 0000000080541D40
PLiborfigaretion 01| 00000000805 42000
Processzor Reaisters tELAG | 0000000000000z 1?:
P | 00000D00BOGEEZFAL:
CRO 5001003 B/
CR2 | 0DODOO00E14C403 6 |
CR3 | 0000000000039000
CRe 00000603
R 00000000
R8__ | 00DODO0O0ODODO11 |
RS | 0000000000000000
Ri0 | 0000000000000000
R11 0000000000000000 v
|N|:u:|elllj ]Enreﬂj Refrezh | W't Chgs ‘ Wt Al ‘
Scrlpt Console o x

Conzole ] Histary 1




File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew Features HDT

Feature E'xblcur'e'r

indows

SET | SET | DSEL
LER=1 | BP0 | (BIST

+

F

+-

PPV POPIOIIILIYS

*

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

Processzor Registers

AMD Hardware Debug Tool (AMD Confidential)

Help

[LUSH FLUSH RESEF T
STEPRTEER BCTT S (1A 1 S TS5 T

AT . - e b

0| | Status Info. _ . X
| Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size | Refrezh i
0 SH_B0f2-claw-754 ] o 1 [~ Auto Befrezh i
CPU Registers 1 | x
Mame Yalue | A
i CO00000OFFDFFCSO)
tBx 0a0a0a0aFFDFFOO0 )
P 0000000000000456 |
0% | 0000000OFFFFFFFF |
'SP | 0000000080539544
tBP 0000000080539550
5l 0a00000050541DA0
DI oooooooos0s4z000
tFLAG | 000000000 copy
. Paste
P | 000000008 ppg,,,
RO 8. Reset current cell to Zero
Rz oooooonog  Peset all cells ko Zero
_R3 aoooaoo EI!:I Display Type
LR ':l. View Bitmap. ..
PR
RS ooooopoog  Load.. &3
Ra DDDDDDDDU Save As..,
144 000000000 Show Register Address
R11 oaooooooo

Properties

| Script Console

W

1]

\Node 0 »| |CoreD v | Refresh | Wi Chgs ‘ W Al

Some registers may or may not have sub-fields depending on the register definition.

<




File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit

Yiew  Features

Feature E'xi:'IDr'e'r

indows

[SET. | BET | DSEL
LBR=1 | GRS | BIST

HDT

+

F

+

+-

PPV POPIOIIILIYS

[#

*

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

Processzor Registers

Help

BH
STEPRRTFER

FLUSH FLUSH RESE
(AEHE TLE TP

T &
SRTRMSET

R

Q| [Status Info _ _ _ _ . 1 x
| Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size | Refrezh i
0 SH_BOJZ-claw-754 1] 1] 1 [~ Auto Befrezh b
CPU Registers 1 | *
Name Value | &
o uli| rFLAG Subfields
2 Dlj Name St?rt Er!d Yalue *
P [uln| Bit Bit
rDoi IIIIII CarryFlag 0 o |WcF
rSP ooll ParityFlag 2 2 WFF
tEP ool AusiiaryFlag 4 4 ¥ aF
¥l 00 ZeroFlag & & [ zF
t01 oo SignFlag : 7 [ =F
tFLAG | 008 TrapFlag 8 8 [ TF
Iﬁi:érruptFIag a9 [ WIF
P OO0 pirectionFlag 1w | 10 [ OF
- Over.FléuwF.Iag i 11 |_' OF
B I0PrivlegeFlag 1z | 1z | 1opL
EE EE NestedTask 14 | 14 F T
CR4 .F'\E':.SLII'ﬂ.EHal;I . ; 1.6 16 J'H RF
e YirkualgnasMade 17 | 17 M
alignmentheck 18 18 [ ac
oe ool virtualtnterruptFlag 18 | 18 [ wIF [ F-
RO oof YirtualnterruptPending 20 20 r“ YIP ¥
RIO_ | 00 Cancel
Rl oo s
\Node 0 »| |CoreD v | Refresh | Wi Chgs ‘ W Al ‘
Scrlpt Console o x

Conzole ] Histary ]
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File Edit View Features HDT  ‘Windows Help

: i BN W E HoT HoTo HoT  WoT |SET | SET | DEEL ETTE BT s fsH REsE I T REFRD : E - LoD REC
: HOT RESET INIT SMI  RSM BIST il tAcHE TIE CTAP @ E m Ky -z & Jﬁ_, H [ifj! . &

Feature E'xi:'IDr'e'r HWCR Subfields . _ o X
-4 APIC Status | L2 Size | Refrezh i
+- 4 BTHB Debuagers Name Value ™ Auto Refresh o]
+- % Data Cache Amays %
+-4# Debug Utilties SMM Code Lock 0 v SMMLOCK =
G DR Slow SFENCE Enable 1 | 1 | SLOWFENCE .
+--# HuyperTranzport™ Technology
<. # 170 Ports Cacheable Memary Disable 3 3 (| TLBCACHEDIS
# # Instuction Cache Arays | INVD o WBINVD 4 4 |V INVD_WBINVD
+ & JTAG Instructions Conversion
¥4 L2 Cache Anaps - -
. @ Memor Debuggers MROM Patching Disable 5 5 |lv PATCHDIS
+/- 4 PCI Configuration TLE Flush Filter Disable 6 6 |Iv FFDIS
- Fraeeiest egisien: Disahle x36 LOCK prefix 7 7 ¥ DISLOCK
functionality
IGNNE Part Emulation 8 8 | IGNNE_EM
Enable
Enable Special Bus Cycle On | 12 12 |W HLTXSPCYCEN
Exit From HLT
Special Bus Cycle On SMI 13 13 |+ sSMISPCYCDIS
Disable L3
Special Bus Cycle On RSM 14 14 |W RSMSPCYCDIS
Disable
S5E Instructions Disable 15 15 |lv SSEDIS v
32-bit AddressWrap Disable| 17 | 17 |¥ WRAP32DIS [Coe v] Refiesh | wihas | wial |
MCi Status Write Enable 13 18 |Iv MCi_STATUS_WREN 3 x
Halt Power save Disable 19 18 |+ FRCTL_HALT DIS
Startup FID Status

)7L £ Ep ern 4TPM
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HDT Features AM D “'l

- APIC Feature Group

CONFIDENTIAL

e |O APIC Locator
—Search APIC device
—A platform based feature

« |O APIC Registers
— 10 APIC Registers for a specific 10 APIC device
—A platform based feature

e |Local APIC Registers
—Access local APIC registers that are defined in a node/core
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File Edit View Features HDT  ‘Windows Help
] H H " SINGRESTER T a0 COHS  LOAD REC
- [ B s oAl [ BeeficB R OR az, s M B e
Feature Explorer [Tl [Status Info _ . 1
- APIC | Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refresh

+ W 0 | SH_BOj2-claw-754 0 0 1 [~ Auto Refresh
# |0 APIC Reaizbers

CPU Regizters 1 1/0APIC Locator 1
# Local APIC Registers 22 it |
1/0 APIC Name | Base Address | Registers |

X | =

+-- 4 BTHE Debuggers

¥ & Data Cache Arays Legacy IO APIC  |FECOO0000 l Shiow
+- % Debug Utiities

+-# Download Tools

-4 HuperTranzport™ Technology
+ & /0 Ports

+- % Instuction Cache Arrays

+- @ JTAG Instructions

-4 L2 Cache Arays

¥ 4 Memam Debuggers

+- % PCl Configuration

+-- 4 Proceszor Registers

Pressing “Refresh” will search entire system for 1 /0 APICs.
Pressing “Show” will bring up registers for the specified 1/0 APIC

AMD Hardware Debu,
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File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew Features HDT

Feature Explorer

Windows  Help

[ e G R EA B . N .

ol [ otakus Info

PP OPIPOIIIELEYS

*

APIC
# /0 APIC Locator
L B0 APIC Begisters

# Local APIC Registers
BTHE Debuggers

Data Cache Arays
Debug Utilities

Download Tools
HuyperTranzport™ Technology
[/0 Ports

Inztruction Cache Arrays
JTAG Instruchions

L2 Cache Arays

Memorny Debuggers

PCI Configuration
Processzor Reaisters

._"Nude | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size |
0 SH_BOfZ-claw-754 0 0 1

Refrezh
[ Auto Refresh

CPU Registers 1 | [0 APIC Locator 1
| Address |
Base Address | FECO0000

10 APIC Registers 1 |

MName

Header
Name
Ijo APIC ID [00]
1/i0 APTC Mersion [01]
I/ APIC ARE [02]

¥alue |

Redirection Table
Mame | Int ¥Yec | Del Mode | Dest Mode | Del Status | Int Pin Pol | Renm Irr | Trig Mode | Int Mask | Desk Field

Refresh |

X | =

| Script Console

Conzole ] Histary ]
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: RESET INIT SMI  RSM BIST [Aff] D1 hckE TIE CTAP @ E m Ky~ : & Jﬁ_, H i . &

Feature E'xblcur'e'r Q| [Status Info _ . 1x
- APIC | Node | CPU Name | DEReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refrezh i
# /0 APIC Locator 0 | 3H_BOf2-claw-754 0 0 1 ™ Auto Pefrezh b
3 IKhRHD Rednters CPURegsters 1 | 1/0APICLocator 1 10 APIC Registers 1 | %
# Local APIC Registers
+- 4 BTHE Debuggers il | oot |
+--# Data Cache Arays Base Address | FECO0000
- # Debug Utlities Header
+- % Download Toolz Name value
-4 HuperTranzport™ Technology 1/0 APIC 1D [00] 0z000000
.4 1/0 Ports 1/O APIC Yersion [01] | 00170011
+- % Instuction Cache Arrays 1O APIC ARE [02] gzoooooo
+- @ JTAG Inztructions
- 4# L2 Cache Anaps
44 Memaon Debuggers Redirection Table
+. 4 PCl Configuration Mame Int ¥ec | Del Mode | Dest Mode | Del Status | Int Pin Pol | Rem Irr | Trig Mode | Int Mask | Dest Field ”~
+-# Processor Registers 1jO APIC IR 000 [010] FF| 7 ol o o ol 0| 1] oo
1O APIC IRG 001 [012] 93 1] 1] o o o o o 0o
I/ APTC IRG 002 [014] FF| u] u] 0 u} u} al 1 oo
10 APIC RO 003 [016] FF| ol o ol ol o ol 1 oo
1)0 APIC IR 004 [018] 92 | 1 1] ol ol o o ol oo E
10 APIC IR 005 [014] FF| 0 0 o ol o 0| 1] oo
1/0 APIC IR.Q 006 [01C] B3| 1 1] o 0 o 0| 1] oo
1/0 APIC IR.Q 007 [01E] FF| 0 0 o o o ol 1 oo
10 APIC RO 00 [020] b1 o 1| o 0 ol ol o oo
10 APIC IR 009 [022] B1| 1) 1} ol 1} 1 1] ol oo
1/0 APIC IRQ 010 [024] FF| ol o) o o o 0| 1] oo &
Refresh ‘ adr Al |
;uScript Cansale i . x
Conzole ] Higtg[_lrl]
Reminder! Always press “Refresh” to retrieve most current data.
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File

S [5]7]
2akur

Edit  Wiew Features HDT

HOT HDT HOT HOT
Wl [ RESET IMIT  SMI RSM

et

= 4

| |
PP OPIPOIIIELEYS

APIC

& 1/0 APIC Locatar
# 10 APIC Reaqisters
FIC Reqi

BTHE Debuggers
Data Cache Arays
Debug Utilities
Download Tools

o

HuyperTranzport™ Technology
[/0 Ports

Inztruction Cache Arrays
JTAG Instruchions

L2 Cache Arays

Memorny Debuggers

PCI Configuration

Processzor Reaisters

Windows  Help

BB 3t 7 0 ok R DD

ol [ otakus Info

Conzole ] Histary ]

o x
| Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size | Refrezh i
0 SH_BOfZ-claw-754 0 0 1 [~ Auto Befrezh M
CPU Registers 1 | [0 APIC Locator 1 | |0 APIC Registers 1 Local APIC Registers 1 | *
Mame | ¥Yalue | %
APICEASE [ CO00000OFEEQOQ300 |
Local APIC 10 [20] nonnnnnn |
Local APIC Yersion [30] ooo40010)
Task Priority [30] oooooo41 )
Arbitrak. Prioriby [90] 00000000 |
Processor Priority [A0] Qoooo041 |
EQI [BO] _ _
Remote Read [CO] oooooooo |
Logical Destinat, [D0] 01000000 | =
Destination Format [E0] FFFFFFFF |
Spur-Interrupt ec [FO] 011F)|
1SR 000-031 [100] 00000000
15k 032-063 [110] 00000000
ISR 064-097 [120] aoaogooo
1SR, 098-127 [130] 00000000 |
I3R 125-159 [140] ooooooon
I3R 160-191 [150] ooooooon
15k 192-223 [160] 00000000
15R. 224-255 [170] 00000000
TMR 000-031 [150] 00000000
TMR 032-063 [190] 00000000 | v
\Node 0 v| |Core0 v| Rgtesh | ‘ W Al |
"
| Script Console o x
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HDT Features AM D “'l

- BTHB Debuggers Group

CONFIDENTIAL

e BTHB stands for Branch Trace History Buffer
— Refer to BKDG for details

e BTHB Control feature
— Setup BTHB debug settings

—When resuming target program, the BTHB debug info will be stored in
memory buffer the feature defines

« BTHB Data Viewer feature

— Retrieve the BTHB buffer that existed in target. The displayed info can be
filtered by various ways

— Interpret the buffer data into BTHB trace entry info
— See BKDG for definition detail

e BTHB Code Flow feature

— According to BTHB trace entry info, and combining with other target info,
retrieve target memory to recreate the code flow history

— Multiple columns of code view display different info
— Color coded special entries
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help

O
O HOT B 1P B RE B T

om T BN .

Feature Explorer

+ -4 AFIC

- 4% BTHE Debuggers
# BTHE Code Flaw
+ G
# BTHE iata View

+-# Data Cache Arrays

¥4 Debug Utilitiez

+- 4 Download Tools

+-- 4 HyperTranzpor™ Te

+- @ 1/0 Ports

+-# Instruction Cache A

- JTAG Inztructions

¥4 LZ Cache Anays

+- % Memon Debuggers

+-- 4 PCI Caonfiguration

- 4 Processor Registers

< >

HOT  HOT |BET | BEF) | DEEL FLUSH FLUSH RESEF @ E M FRH
sHI RsM |LBRf |EPSD | BIST Eidd D33 choHE CTIE CTAP HE] (HAS AL e

|N|:u:|e EIL] {Eu:ure Dli Refrezh ‘

| Status Info _ X
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
0 | SH_BOfZ-claw-754 | O 0 | 1 | 0 |Legacy 32-hitMode | | | 1024 | Ayt Refresh b
BTHB Contiol 1 | %
Trace Buffer Addresses
EHTraceBase ooooooooooooooon
BHTracelimit gooooooooooooooon
EHTracePtr ooooooooooooooon
User Data
EHTracellsrDx
Trace Control
EHTraceCTL aooooooo
Message Goes ko DRAM [ DRAM
Trace Enable [ TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT
Buffer Crverflow
Memory Type Descriptor sUC-Uncacheable - |
Enable Privilege Level Specific Trace &l Code
Trace
TRNG Field Privilege Ring O -
Trace SMI Code Trace All Code -
Trace Operation Conkrol 0:5tart trace now,
Don't skop (Conkinuous | =
Mode)
| wial |

£y h4lPM



AMD Hardware Debug Tool (AMD Internal Only)

File Edit  View
s
[OHS LOAD REC
o 0 o BN BN .
Feature Explorer o
+ -4 AFIC
2. 4 BTHE Debuggers
# BTHB Code Flonw
# ETHE Control
# ETHEB DataView
[ata Cache Arays

Debug Utilities
Download Toolz

HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

|
A A E L E LS LR E X

Proceszor Registers

Features HDT

Windows  Help

HOT  HOT |BET | BEF) | DEEL FLUSH FLUSH RESEF @ E M FRH
sHI RsM |LBRf |EPSD | BIST Eidd D33 choHE CTIE CTAP HE] (HAS AL e

Status Info _ X
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
0 | 5H_BOj2-claw-754 o | 0o | 1 | 0 |legacy 32-bit Made BSP DBReg | 1024 | ¥ Auto Refresh b}
BTHB Contiol 1 | %
Trace Buffer Addresses
EHTraceBase ooooooooooooooon
BHTracelimit gooooooooooooooon
EHTracePtr ooooooooooooooon
User Data
BHTracellsrD Setup For CodeFlow
Trace Control
EHTraceCTL aooooooo
Message Goes ko DRAM [ DRAM
Trace Enable [ TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT
Buffer Crverflow
Memory Type Descriptor sUC-Uncacheable - |
Enable Privilege Level Specific Trace &l Code
Trace
TRMG Field Privilege
An easy way to setup for collecting traces was already defined.
Trace Operation Co
Don't skop [ ononaos T
Mode)
| wial |

|N|:u:|e EIL] {Eu:ure Dli Refrezh ‘




AMD Hardware Debug Tool (AMD Internal Only)

File

Feature Explorer

i i
0N EHITREEIF B8 RES

Edit  Wiew

HOT  HOT
RESET INIT

om OB .

q

+

+
+

PP OIOIIIES

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

Features

Help

e
STEPRRTFER

indows

SET | SET | DSEL
LER=1 | BFS4) | (BIST

HDT

FLUSH FLUSH RESET
CACHE “TLE CTHP

HOT
Ml

HOT
E5M

Status Info
Node | CPU Name | DBReq | Core | DBRdy | SMM

o W Moo B

| Operating Mode | BSP/AP | #DB Status | LZ Size | Fefrezh

0 |SHEOjzdaw7s¢ = 0 | 0 | 1 | O

| Legacy 32-bit Mode BSP DEReq 1024 | ¥ Auta Refresh

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 AD000
BHTracelimit 00000000000 ATRFFF
EHTracePtr ooooooooooooooon
User Data

EHTracellsrDx

Trace Control
EHTraceCTL aooio34o
Message Goes ko DRAM ¥ CRAM
Trace Enable v TEM
Enable Full Trace Record ™ TaLL
Unconditional Branches Entered [
Into Bitmap -
Enable Time Stamp [] R emin d er:
Enable Debug Interrupk On Trace [ TIN

Buffer Crverflow

Press “Wr All” or “Wr Chgs” to submit changes

Memory Type Descriptor & W E-Writeback

4

Enable Privilege Level Specific Trace &l Code

Trace

TRNG Field Privilege Ring 0 -

Trace SMI Code Trace ol Code

4

0:5tart trace now,
Don't skop (Conkinuous
Miode)

Trace Operation Conkrol

L]

AMD Hardware
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AMD Hardware Debug Tool (AMD Internal Only)

File

Edit  Wiew Features HDT  ‘Windows Help
T BN EH BN Hor Hot
e i
COHS  LOAD REL

o RO .

Feature Explorer a

+

+
+

PP OIOIIIES

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

HOT  HOT |BET | BEF) | DEEL FLUSH FLUSH RESEF @ E M
sHI RsM |LBRf |EPSD | BIST Eidd D33 choHE CTIE CTAP HE] (HAS AL e

Status Info

ode ame eq | Core ¥ perating Mode atus ize efres
MNod CPU M DBR: C DERd S5rM | D ting Mod BSP/AP | #DB Stat L2 5i Refresh

0 | SH_BOfZ-claw-754 | O

o0 | # [ D

| Legacy 32-bit Mode | W Auto Refresh

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 ADQOO
BHTracelimit 00000000000 ARFF?
EHTracePtr ooooooooooooooon
User Data
EHTracellsrDx
Trace Control
EHTraceCTL aooio34o0
Message Goes ko DRAM ¥ DRAM
Trace Enable v TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT

Buffer Crverflow

Memory Type Descriptor

& WE-Writeback,

4

Enable Privilege Level Specific
Trace

Trace &l Code

TRNG Field Privilege

Ring 0 -

Trace SMI Code

Trace all Code

4

Trace Operation Conkrol

0:5tart trace now,
Don't skop (Conkinuous
Mode)

L]
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Feature Explorer

AMD Hardware Debug Tool (AMD Internal Only)
File:

COHS

Edit  Wiew Features HDT  ‘Windows Help

HOT HOT |SET | SET | DSEL ETTE ERED FLUSH FL
Ml RsM |LER=f | EPSA | (EIST TFER BRTY

HOT ~ HDT
[T (NIT
wptguy RES WO

Resurne operation ak current statel

+

PP OIOIIIES

+
+

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

Proceszor Registers

o || 5tatus Info

Exit HDT to allow system to run and buffer to be filled.

Node | CPU Name | DBReq

0 | SH_BO/Z-claw-754 |

1]

0 | g |

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 ADQOO
BHTracelimit 00000000000 ARFF?
EHTracePtr ooooooooooooooon
User Data
EHTracellsrDx
Trace Control
EHTraceCTL aooio34o0
Message Goes ko DRAM ¥ DRAM
Trace Enable v TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT

Buffer Crverflow

Memory Type Descriptor

& WE-Writeback,

4

Enable Privilege Level Specific
Trace

Trace &l Code

TRNG Field Privilege

Ring 0

Trace SMI Code

Trace all Code

4

Trace Operation Conkrol

0:5tart trace now,

Don't skop (Conkinuous

Mode)
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T B BT HOT HIT HUT  HOT [ sl sTE
[if¢ - - | ) P e /

8 Erter HOT debug mode] Enter “HDT Mode” to view/analyze buffered data.
Feature Explorer Q| | Status Info X
¥ % APIC Node | CPU Name |DBRE|:| e . ~
= # BTHE Debuggers 0 | 5H_BOj2-claw-754 o | 0o | 0 | nfa | E] L i g T ma | W Ao Refresh b
BTHE Code FI
* e BTHB Control 1 | X

# ETHE Control

& ETHE DataView Trace Buffer Addresses

i EHTraceBase oooooooo000 ADQOO
+-- 4 Data Cache Arays
+. & Debug Utiities BHTracelimit 00000000000 ARFF?
+- 4 Download Tools EHTracePtr 0000000000000000
+-- 4 HyperTranzpor™ Te
+- @ 1/0 Ports User Data
+-# |nztruction Cache A | | BHTracellsiD
- JTAG Inztructions
¥4 LZ Cache Anays Trace Control
+- 4 Memon Debuggers | |BHTracecTL oooins4n
+- 4 PCI Canfiguration Message Goes ko DRAM ¥ DRAM
+|-- 4 Processor Registers | | Trace Enable ¥ TEM

Enable Full Trace Record [ TALL

Unconditional Branches Entered [ TBIT

Into Bitmap

Enable Time Starmp [ T3P

Enable Debug Interrupt On Trace | TINT
Buffer Crverflow

Memory Type Descriptor & WE-Writeback, - |
Enable Privilege Level Specific Trace &l Code

Trace

TRNG Field Privilege Ring O -
Trace SMI Code Trace All Code -
Trace Operation Conkrol 0:5tart trace now,

Don't skop (Conkinuous
Mode)

L]




AMD Hardware Debug Tool (AMD Internal Only)

File  Edit

L

[OHS LOAD REC

o 0 o BN BN .
Feature Explorer o
+ -4 AFIC

2. 4 BTHE Debuggers
# BTHB Code Flonw
# ETHE Control
# ETHEB DataView
[ata Cache Arays

Debug Utilities
Download Toolz

Yiew

HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

|
A A E L E LS LR E X

Proceszor Registers

Features

Windows  Help

STEPRRTFER

HDT
HOT  HOT

SET | SET | DSEL
Ml R3M | LER=1 | BP0 | (BIST

FLUSH FLUSH RESET
CACHE “TLE CTHP

o W Moo B

Status Info ax
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
0 | 5H_BOj2-claw-754 o o1 | 0 |legacy 32-bit Made BESP | DEReq | 1024 | ¥ futa Refresh o]
X

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 ADQOO
BHTracelimit ooooo00o00000 A7 FF 7
BHTracePtr 000000000000333C
User Data

EHTracellstD

Trace Control
EHTraceCTL aooio34o0
Message Goes ko DRAM ¥ DRAM
Trace Enable v TEM
Enable Full Trace Record [ TALL

Unconditional Branches Entered
Into Bitmap

"(/ Press “Refresh” to see “BHTracePtr” has incremented,

Enable Time Stamp

HENG

Enable Debug Interrupk On Trace
Buffer Crverflow

[ TINT

Memory Type Descriptor

& WE-Writeback,

4

Enable Privilege Level Specific
Trace

Trace &l Code

TRNG Field Privilege

Ring 0 -

Trace SMI Code

Trace all Code

4

Trace Operation Conkrol

0:5tart trace now,
Don't skop (Conkinuous
Mode)

L]

sighifying that data was buffered.

Node 0 +| [Coe0 =] Fgtesh | [ ]
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help

EHIT AT A SEP SET DEEL flEH FLUSH RESE T T E E M
it Bl Gt B AR WD RSN um-r BPs:J BleT Gifil (o] (ol T Thb R N N ~
[OHS LOAD REC

o BN BN .

F_eéture Explorer Q| [Status Info _ o

[

& APIC Node | CPU Name | DBReq | Core | DERdy | S | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh
- 4% BTHE Debuggers 0 |SHBOfZ-caw754 | 0 | O 1 | 0 |legacy32-hitMode | BSP | DBReq | 1024 | W AutoRefresh
# BTHE Code Flow

x| |% B =

BTHE Contral 1 BTHB Data¥Yiewer 1 |

# ETHE Control
a5:92 | =1 | o0 | 89 | &= | 87 | 86 | &5 | 84 | &3 | s2z:en 79:- 64 £3: 00

# BETHE DataView
Of fset Interrupt Vector x Commernts
[ata Cache Arays Tag PG PE I Selector | Logical Address
w | =m | sv | 1| | pEX | Wer vsea

Debug Utilities
Download Toolz

HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

|
A A E L E LS LR E X

Proceszor Registers

When viewing buffered data, user can select a
specified range and also filter what data to analyze.

< / 2
i~ Filkers
Start Address |5ta hddress Type |

0T Start Selector=
00000000000 0000 Q[ Defined =3 oSl i S
Stop Address User Defined 2JMP, CaLL, RET. LL, or SYSRET

Trace Buffer Base 3 Instruction BreakpdMt, Exceptions
0000000000000000

Trace Buffer Offsst by 4INTR, NMI,INT, INTO, BOUND, or INT3 ErRi e

Trace Buffer Limit 5IRET

< | > |N|:u:le El_l |Eu:ureEI_J Refrezh
—— -.




File

'F_eéture Explorer

RESET INIT

+

PP OIOIIIES

+
+

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions

L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

Edit  Wiew Features HDT  ‘Windows
T BN B0 B Hor Hot
N B Y BS

om OB .

HUT  HOT [ SEF | SER
SHI  RSM mn:r

AMD Hardware Debug Tool (AMD Internal Only)

Help

STEPRRTFER

FLUSH FLUSH RESET

b I

Start Address

|5tart Address Type

(RCHE TLE TAF
1 || status Info _ ax
Node | CPU Name | DBReq | Core | DERdy | S | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh i
0 | SH_BO/Z-claw-754 | I & 1 0 |legacy 32-bitMode | BSP | DBReq | 1024 |V AutnRefresh v
BTHE Contral 1 BTHB DataViewer1 | *
9E5:97 | 51 a0 g9 =] | g7 | g6 | =13 | =L | a3 | g2: 80 79: 6d &3 00

Of fset Interrupt Vector x Commernts

Tag ) PE I Selector | Logical Address

vH|5H|SU| L|mm|REx|Nm;Used

A s

| i Filterz

00000000000 20000 | Trace Buffer Base
|5I:up Address Type

Stop Address

0 Trace Start » Selector=

1 Conditional Branch Bitmap
| 2JMP, CALL, RET, S¥SCALL, or S¥'SRET

1D%Number of Ertries (+ |~

3 Inztruction Breakpoint, Erceplions -
4 INTR, MM, INT, INTO, BOUND, or INT3 ettt
SIRET s

I

|N|:u:le EILI IEDTEDLJ Refrezh

-OL.'



AMD Hardware Debug Tool (AMD Internal Only)

File

Feature Explorer

Edit

Yiew

O
0N EHITREEIF B8 RES

om OB .

RESET INIT

F

PP OIOIIIES

+
+

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

Features

HOT  HOT | SET) | SET | DSEL
Ml R3M | LER=1 | BP0 | (BIST

Q| [Status Info

HDT  ‘Windows

Help

B FLUSH FLUSH RESER
STEPRRTFER JCTT3

THE

b I

o X

Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2Size |  Fiehesh ~

0 | SH_BO/2-claw-754 o 0 1 0 |legacy 32-bitMode | BSP | DBReq | 1024 |V AutnRefresh v

BTHE Contral 1 BTHB Data¥Yiewer 1 | =

95:9z | 51 | 20 | 83 | &8 | g7 | 86 | 85 | g4 | 83 | BZ:20 79: 64 £3:00 ”~
Of fset Interrupt Vector x Commer

Tag ) PE I Selector | Logical Address
vn|5n|su| L |mm|REx|Nm;Used

0000000000000000 | 1 1 1 1 0 0 o o | 0 o 0000 000080000000 Conditional Bre
000000000000000C | 2 1 1 1 0 0 o 0 0 0 000 :DDDDDDDDFMESESE: JMP, CALL, BET, S¥¢
0000000000000015 | 1 1 1 1 0 0 o 0 ] 0 0000000080000000 Conditional Bre
gooooooooooo00z4 bl 1 1 1 a a a a a u] aoos .DDDDDDDDF?EDlSSA. JUMP, CALL, RET, =57%:
goooodo0o0o0o00z0 1 1 1 1 a a a a a a .DDDDDDDD?DDDDDDD .I:Dndit.ic-na_.]. Er:
0o00O000DOOODOEC | Z 1 1 1 0 0 o 0 ] 0 0008 O00O0OOOOF7S0601F  JMP, CALL, RET, STE
0000000000000048 | 1 1 1 1 0 0 o 0 0 0 | 0000000070000000 Conditicnal Bre
0000000000000054 | 2 1 1 1 0 0 o 0 0 0 0008 O000OO00SOSLAFOC — JMP, CALL, RET, ST8
goooodoooooo00s0 1 1 1 1 a a a a o a . (ufulnlulnlululuf=tulu]nlufalulu] [ Conditional Br:
Oo0o00o0000000sc z 1 1 1 0] u] a u] u} u] aoos .IIIIZIIIIDEIEIEIEIF'?‘IESEBD. JUMP, CALL, RET, S5¥%:=
gooooaooooooaoss 1 1 1 1 a a u} a ul a . goooooooza000ooon . Conditional Br:
0000000000000034 | 2 1 1 1 0 0 0 0 0 0 0008 O000OOOOF7S06051  JMP, CALL, RET, SY&
0000000000000050 | 1 1 1 1 0 0 ] 0 0 0 | 000000002 FE00000 Conditional Bre
DEIEIIEIEIEIEIEIEIDEIDEIDS'C Z 1 1 1 a a a .EI a a aons .EIDEIDEIEIEIEIF.'?EEIIGEIBF JUFP, CALL, .RET, 5TE
IjDDDDDDDDDD;JDDAB 1 1 1 l a a u} a o a . .DDD;JDDDDADDDDDDD Conditional Brez
DDdDDDDDDﬁDDDDB‘I Z 1 1 1 0] u] a u] o u] aoog .DI.IIDDDDDDEIDEJJLFSC JMP, CALL, BET, S5%=
00000000000000C0 | 1 1 1 1 0 0 o 0 0 0 | 00000000E0000000 | Conditional Bre
00000000000000CE | 2 1 1 1 0 0 o 0 0 0 0008 | O00ODOODOF74E3C44  JMP, CALL, RET, STE
oo0ooao0000000n s 1 1 1 1 a a a a a a . aooooooosa0aaoo0 . Conditional Br:

Qo000 o0000000E 4 Z 1 1 1 a a a a a u] aoos .DDDDDDDDF?EDGDEZI JMP, CALL, RET, S8¥2 ™
< >

Start Address |5tart Address Type | e -
0 Trace Start » Selector=

00000000000 A0OOQO | Trace Buffer Ba_se
|5I:up Address Type

Stop Address

0000000000000100 |Mumber of Entries (+ |-

AMD Hard

1 Conditional Branch Bitmap
2JMP, CALL, RET, S¥SCALL, or S¥'SRET

3 Instruction Breakpoint, Exceptions

AINTR, MM INT, INTO, BOUND, or INT3

SIRET

b

Apply Filker

I




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP @ E M il -

om OB .

'F_eéture Explarer 1;1_. ﬁtat'us'lﬁ'l_:'ﬁu _ _ o x
+- 4 APIC Node | CPU Name | DBReq | Core | DERdy | S | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh ] i
|- 4 BTHE Debuggers 0 |SHEOfZ-caw?54 | 0 | 0 | 1 | 0 |legacy32-bitMode | BSP | DBReq | 1024 | W AutoRefresh v

BTHE Code FI
- e | BTHE Control1 | BTHE DataViewer1 — BTHB Code Flow 1 | X

# ETHE Control

& BTHE Data View Start Address Start Address Type | GDTR. | 000000008003F000 ETarget .'v_ || EInstructiun Bn_aakpu:_uint_, Exceptions

i 0000000000000000 |User Defined - ] LDTR 0000000000000000 | Target |« | INTR, MMI, INT, INTC, BOUMND, or INT3
# @ Dalalache Aaps gy op address User Defined CR3 | 0000000000039000 Targst |» ¢ System Management Interrupt

=@ DebugUtiities 00000000DD0OO0oo UEEECRERNE — ' Data Breakpoints
54 Download Tools Trace Buffer OFfset e -

; Trace EufFer Linmit | Skart Another Trace Process

ol Tnel] emaptns™ Fo [~ Conditional Branch Taken

+- 4 /0 Portz

4@ Instruction Cache A Address Opcodes Mnemonic Code | Size | BTHB Buffer Offset Loc
- JTAG Instructions

¥4 LZ Cache Anays

+- % Memon Debuggers

+-- 4 PCl Configuration
- # Processor Reqizters

CodeFlow is a more user-friendly view that interprets
that buffered data into a code execution format.

£ ; > |N|:u:Ie ':'Ll lEnreDLJ Refrezh

-OL.'




Yiew  Features HDT  Mindows  Help
: [ B EW EW Hor Hot HoT  Hoo | SER | SEE | PSEL EOT BEE RLUEH FLUSH RESE O AT T

= RESET IMIT SMI RSM BIST (RCHE “TLE  “THP E E M AL Q
- COHE a0 REC

o TN .

e e

File  Edit

Feature Explorer Q|| Status Info _ _ _ _ ) ) ) _ i ax
i | FNode | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP,/AP | #DB Status | L2 Size | Refresh | ~
-4 BTHB Debuggers || 0 |SHBOf2-daw-754 | 0 | 0 | 1 | 0 |legacy3z-hitMode | BSP | DEReq | 1024 | ¥ AutoRefresh v

.4 BTHB Code Flow.

] 1= i BTHE Contil 1 | BTHE DataViewer1  BTHEB Code Flow 1 | x
antrol | — i
.| @ BTHE Data View| |0t Address |Start Address Type | GDTR | 000000008003F000 |Target [~ | | Instruction Breakpoint, Exceptions.
e B 0000000000A0000 Trace Buffer Base |~ | LDTR | 0000000000000000  Target |« | INTR, MMI, INT, INTO, BOUND, or INT3
. Stop Address o fiddes 00 SO Management Inkarrupt
@ Debug Lltiities a[s[afulula[s]ujuinlu]u]s] Generating code flow instructions Breakpoinks i
|- 4 Download Tools Another Trace Process
|- @ HyperTranzpor®™ Tes ~ Curent Progress - | pnditional Branch Taken
- @ 1/0 Ports w5
- Instruction Cache An Addres! | ENENENENENERNENENERNENRNENERNENEND Sz | BTHBBufferoffset|Loc
-4 JTAG Instructions [ . [ [ [
r- 4 L2 Cache Arays e P ; : : I
r-- 4 Memaomy Debuagers 4B [
|- @ PLI Configuration EENNENNENENNNENENNNENEEE
|- @ Processzor Begisters

Statuz: Processing...
E stimated Remaining Time: 0 minutes 1 zeconds

Cancel

|A
|

£ I | JNDdE Dli 1Eu:ureEIL] Fefresh




File

F

AMD Hardware Debug Tool (AMD Internal Only)

Edit  Wiew Features HDT  ‘Windows Help
wor e o v [ e A\ ;.
o 0 BN NN .

Feature Explorer Q| [Status Info x
® AFIC Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2Size |  Fefiesh | A
# EBTHBE Debuggers 0 | SH_BOJ2-claw-754 o 1] 1 0 | Legacy 32-bit Mode BSP DEReq | 1024 | W Aut; Fefresh bl

: EI:E EZ:E;'M BTHE Cantrcl 1 | BTHE DataViewsr1  BTHB Code Flow 1 | X
& BTHE Data View Start Address |5I:arl: Address Type | GDTR | 000000003003 F000 |Target | = Instruction Breakpoint, Exceptions
00000000000 A0000 | Trace Buffer Base - LDTR Q0000000000 00000 | Target | - INTR, MMI, INT, INTC, BOUMND, or INT3
# Data Each.et Arrays Stop Address |Stop Address Type | CR3 | 0000000000035000 Target |« | Systemn Management Interrupt
# Debug Utiities 0000000000000100 |Mumber of Entries (+ | = T Diata Breakpoints
# Download Tools Start Another Trace Process
# HyperTransport™ Tex [ Conditional Branch Taken
& |/0 Ports
# Instuction Cache A Address Opcodes Mnemonic Code Size BTHE Buffer Dffset b
& ITAG Instructions 000&:00000000F74ESCae6 |C2 05 00 retnd ooosh 3z 0000000000 0000 24
#® L2 Cache Anays 0008: 00000000F 7501864 |43 inc ehx 32
# Memary Debuggers || 0008:00000000F7501868 |83 C7 3C add edi,dch 32
# POl Configuation || D008:00000000F 750186E |83 FB 02 crp ebx,02h 32
# Processor Registers 000 :00000000F 7501871 |72 CE Jb loc £7501541h 32 0o0oooo0000000030
0005:00000000F 7501541 6h 01 push hyte O1h 32
0008:00000000F 7501543 5B CH oW ecx,ebx 32
0O00S:00000000F 7501845 |55 pop eax 32
0O005:00000000F 7501846 |03 EO =hl geax,cl 32
0008 :00000000F 7501848 |8EB 4D FC o ecx, [ebp-04h] 32
0O005:00000000F 750184 |85 C1 test ECX,2ax 32
000s:00000000F 7501540 |74 1B j= loc £75015 6ah 32 0000000000 000030
0O00S:00000000F 7501868 |43 ine ehx 32
0005:00000000F 7501868 |83 C°7 3C acld edi,3ch 32
0008 :00000000F750186E |83 FB 02 cmp ebhx,02h 32
0005:00000000F 7501871 |72 CE Jkb loc £7501541h 32 0o0ooo00000000030
0005 :00000000F 75018573 SF pop edi 32
0O005:00000000F 7501874 |SE pop esi 32
0003: 00000000F 7501875 |33 CO KO EaX, AN 32 w
£
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4) Cache Arrays
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HDT Features AM D “'l

- Cache Array Groups

CONFIDENTIAL

e Cache debug features

—These features can be used to debug target cache arrays. All cache
features are core based

—Refer to 